DEPARTMENT OF THE NAVY
CHIEF INFORMATION OFFICER

1000 NAVY PENTAGON
WASHINGTON DC 20350-1000

July 9, 2026
MEMORANDUM FOR DISTRIBUTION

SUBJECT: Acceptable Use of Department of the Navy Information Technology

Enclosures: (1) References
(2) Acceptable Use of Department of the Navy Information Technology

Department of the Navy (DON) information technology (IT) systems and infrastructure
critically enable our warfighting and enterprise operations. However, improper use and deviation
from established security protocols expands our attack surface, exposing mission-critical data to
advanced persistent threats, and increasing operational costs through data spillage and excessive
bandwidth consumption. We must cultivate a proactive cyber culture, prioritizing rigorous
cybersecurity and baseline cyber hygiene. Sustaining network resilience and cyber readiness is
an all-hands responsibility. The cumulative impact of non-mission internet usage and high-
bandwidth activities (e.g., personal streaming, large multimedia downloads) degrades network
availability, disrupts mission-essential operations, and introduces unnecessary vulnerabilities.

Enforcing strict identity and access management and acceptable use of DON IT resources
is a critical leadership responsibility. Commanders, commanding officers, civilian leaders, and
officers in charge must actively engage their workforce to ensure that IT systems are utilized
strictly for authorized purposes in accordance with this policy. Leadership must ensure personnel
understand that the DON employs continuous monitoring, endpoint detection, and advanced
traffic filtering across all networks. Communications transmitted over or stored on DON IT
systems are not private and are subject to automated telemetry, routine inspection, interception,
search, and may be disclosed for authorized government purposes.

This memorandum promulgates the updated Acceptable Use of DON IT Policy,
superseding and canceling reference (a). This policy reflects the DON security posture designed
to safeguard national security information (NSI), controlled unclassified information (CUI), and
mission-critical information systems.

Questions regarding this memorandum can be sent to doncisopolicy@us.navy.mil.
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ENCLOSURE 1 - REFERENCES

(a) DON CIO Memorandum, Acceptable Use of Department of the Navy Information
Technology, 25 February 2020

(b) SECNAV MANUAL 5239.3 DON Cybersecurity Manual

(c) DoDD 1344.10, Political Activities by Members of the Armed Forces, 19 February 2008

(d) SECNAVINST 5510.30C, Department of the Navy Personnel Security Program

(e) DoW Memorandum, Modernizing System Authorization Access Requests and Account
Provisioning Through Identity, Credential, and Access Management Workflows, 22
December 2025

(f) DODI 5200.48, Controlled Unclassified Information (CUI), 6 March 2020

(g) SECNAVINST 3070.2A, Operations Security

(h) SECNAVINST 5510.36B, Department of the Navy Information Security Program

(i) DON CIO Memorandum, Change to DON Breach Response Plan and Personally Identifiable
Information Breach Reporting Policy, 12 NOV 2024

(j) DoDI 8500.01, Cybersecurity, Incorporating Change 1, Effective 7 October 2019

(k) CNSSI 1253, Security Categorization and Control Selection for National Security Systems,
27 March 2014

(I) NIST SP 800-53 Rev 5, Security and Privacy Controls for Information Systems and
Organizations, 10 December 2020

(m) SECNAVINST 5510.34B, Disclosure of Classified Military Information and Controlled
Unclassified Information to Foreign Governments, International Organizations, and Foreign
Representatives

(n) DoDD 5230.20, Visits and Assignments of Foreign Nationals, 22 June 2005

(o) SECNAVINST 5211.5F, DON Privacy Program

(p) DoDI 8170.01, Online Information Management and Electronic Messaging, 2 January 2019

(q) SECNAV M-5210.1, DON Records Management Program

(r) 44 U.S.C. § 2911

(s) DODI 8520.02 Public Key Infrastructure and Public Key Enabling, 18 May 2023
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ENCLOSURE 2 - ACCEPTABLE USE OF DON IT
1. General Use

a. DON IT users include every Sailor, Marine, civilian, contract support person, or foreign
national with approved access to DON IT.

b. DON IT is any equipment or interconnected system or subsystem of equipment that is
used in the automatic acquisition, storage, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data or information by the
executive agency. DON IT is the collective term that encompasses all IT assets
including, but not limited to: Information Systems (IS); applications; Operational
Technology (OT); Weapon Systems; Industrial Control Systems (ICS); Supervisory
Control and Data Acquisition (SCADA); Hull, Mechanical, and Electrical (HM&E)
systems; Research, Development, Test, and Evaluation (RDT&E) Labs; IT products; IT
services, Cloud Services; and any other IT asset per reference (b).

c. DON IT users must observe all policies and procedures governing the secure operation
and authorized use of DON IT.

d. Users of systems that impact financial statements will not only follow prescribed internal
controls set by policies and procedures governing secure operation and authorized use of
DON IT, they will also follow internal controls required per Federal Information System
Control Audit Manual (FISCAM) audit methodology.

e. DON IT resources are provided for official use and authorized purposes only. Personal
use must not adversely affect the performance of official duties or degrade network
performance, and must be of reasonable duration and frequency as determined by
commanding officers and supervisors. This includes personal communications that are
most reasonably made during the work day (such as checking in with immediate family,
scheduling doctor and auto or home repair appointments, brief internet searches,
conducting on-line banking, and distance learning). Non-emergency personal
communications shall be made during personal time, such as after duty hours or lunch
periods.

f. Users must not use DON IT to access inappropriate web sites or applications. Any
questions regarding appropriateness of web sites or applications should be addressed to
SUpervisors.

g. Users should use caution when connecting with remote access through an open network.
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h. Users must not use DON IT in violation of the Hatch Act, which limits certain political
activities of most federal executive branch civilian employees. Military personnel are
similarly affected by ref (c¢), which mirrors the Hatch Act. The Hatch Act has a wide and
evolving scope. Any questions regarding prohibitied behaviors should be addressed to a
supervisor or ethics officer.

i.  DON IT users may not use official email addresses to sign up for any non-official online
services.

j. Commands shall ensure required background investigations are completed commensurate
with the level of DON IT access a user requires, per references (d).

k. AIl DON IT users must have an approved account using an Identity, Credential and
Access Management (ICAM) workflow prior to being granted access to DON networks,
systems or applications per reference (e).

1. DON IT users must not bypass, stress, or test cybersecurity (CS) or cyberspace defense
mechanisms (e.g., firewalls, content filters, proxy servers, anti-virus programs).

m. Users must not introduce or use unauthorized software, firmware, or hardware on any
DON IT resource.

n. Users must not relocate or change equipment or the network connectivity of equipment
without authorization from the local CS authority (i.e., person responsible for the overall
implementation of CS at the command level, such as the Information System Security
Manager).

o. Users must not use personally owned IT for official DON business unless the personally
owned IT is a component of an approved DON program or by obtaining written
authorization from the local CS authority.

p. Users must not upload or download executable files of any type onto DON IT resources
without the written approval of the local CS authority.

q. Users must not use DON IT to participate in or contribute to any activity resulting in a
disruption or denial of service.

r.  Users must not use DON IT to write, develop, compile, store, transmit, transfer, or
introduce unauthorized or malicious software, programs, or code.
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S.

Users must not use DON IT resources in any way that would reflect poorly on the DON.
Such uses include, but are not limited to, pornography, chain letters, unofficial
advertising, soliciting or selling (except on authorized bulletin boards established for such
use), violation of statute or regulation, inappropriate handling of classified information
and Personally Identifiable Information (PII), and other uses that are incompatible with
public service.

Users must mark and safeguard Controlled Unclassified Information (CUI) in accordance
with reference (f). All CUI must be encypted prior to transmission on Non-classified
Internet Protocol (IP) Router Network (NIPRNet).

Users must report all security incidents, including PII breaches, immediately in
accordance with references (f), (g), (h) (i), and Command policy and procedures.

Users must not place data onto DON IT resources whose security controls are insufficient
to protect that data (i.e. data classified Secret may not be placed onto an unclassified
network).

. Users must protect Department of War (DoW)/DON Information and IT to prevent

unauthorized access, compromise, tampering, exploitation, unauthorized or inadvertent
modification, disclosure, destruction, or misuse.

Users must protect authenticators (e.g., passwords and personal identification numbers
(PIN)) required for logon authentication at the same classification as the highest
classification of the information accessed.

Users must protect authentication tokens (e.g., Common Access Card (CAC), Alternate
Logon Token (ALT), Personal Identity Verification (PIV), National Security Systems
(NSS) tokens) at all times. Token will not be shared or left unattended and must be
properly secured.

Users must access only that data, classified and unclassified controlled information,
software, hardware, and firmware for which they are authorized access, have a need-to-
know, and have the appropriate security clearance. Users must assume only those roles
and privileges for which they are authorized.

aa. Commanders of DON organizations shall control the access of contractors and
representatives of foreign nations, coalitions, or international organizations to DON IT
and the information residing on those systems in accordance with relevant national
and DoW policies and guidance, including references (d), (h), (j), (k), (1), (m), and (n).
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2. Training Requirements

a.

d.

Users must complete DoW approved CS courses within 30 days after receiving access to
DON IT. Commanders of DON organizations may add specific DON, Service, and local
CS policies and procedures. DoW CS training requirement includes initial orientation and
an annual refresher course for civilians and contractors (military personnel will complete a
refresher course every three years). Users must complete the approved CS refresher
course as a condition for continued use of DON IT.

All users must complete Privacy Awareness training initially, then annually for civilians
and contractors per reference (0).

DON IT users with national security eligibility or assignment to sensitive duties at the
time of assignment, regarding command security requirements must complete initial and
annual refresher security briefings in accordance with reference (d).

Users must complete DON approved Operations Security (OPSEC) courses within 30
days after receiving access to DON IT in accordance with reference (g). OPSEC training
must include initial orientation and an annual refresher course.

3. Personal Messaging Accounts

a.

In accordance with existing law, DoW policy, and DON Policy, all DON officials and
military and civilian employees must use their official DoW messaging accounts when
conducting official DoW business with very limited exceptions.

Use of non-official email to conduct official business requires Secretary of the Navy
approval and is only permitted in a rare circumstance that meets these combined three
conditions in accordance with reference (p):

(1) Emergencies and other critical mission needs;

(2) When official communication capabilities are unavailable, impractical, or unreliable;
and,

(3) It is in the interests of DoW or other U.S. Government missions.
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Under no circumstances should non-official messaging accounts, including but not limited
to, e-mail, social media, mobile applications, cloud applications, or messaging
applications be used for official business based on personal convenience or preference.
Personal, non-official accounts may be used to participate in activities such as
professional networking, development, and collaboration related to, but not directly
associated with, official mission activities as a DON official or military or civilian
employee.

In the event that a DON Official or employee is approved to or must use non-official
email to conduct DON business, he or she must either:

(1) Copy his or her official messaging account at the time of transmission, or

(2) Forward the communication to his or her official messaging account within 20 days
from the date of transmission of the record per reference (q) and (r).

(3) When using non-official email, the sender must mitigate against transmitting non-
public information, CUI or PII. Intentional violations may be the basis for disciplinary
measures up to and including removal from Federal service.

Users must digitally sign all email.

Users must encrypt CUI contained in email in accordance with reference (f). Examples of
this are attachments that contain personal identity or budget information.

Users shall not auto-forward official email from their DON email accounts to commercial
email accounts.

4. PKI Requirements

a.

DON IT users must encrypt CUI contained in emails and web server transactions using
DoW approved PKI per reference (r).

Users may only use software based certificates when the DON CIO or the appropriate
DON Deputy CIO (DDCIO) provides written certification of mission essentiality. This
does not preclude the use of software certificates related to the DoW External Certificate
Program, device/server software certificates, and software certificates used for group/role
based functions.

General Officers, Flag Officers, members of the Senior Executive Service and their
designated staff may use alternate tokens to maintain security and support senior level
requirements. Use of alternate tokens must be in accordance with the procedures in
reference (s). Use of alternate tokens within the Secretariat staff must be approved by the
DON CIO. The DDCIO (Navy) must approve their use by Navy staff, and the DDCIO

(Marine Corps) for Marine Corps staff.
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I certify that I have completed the review of the the DON Acceptable Use Policy (AUP) and I
understand that I will be held responsible for ensuring all rules are applied or my access to
all information systems WILL be suspended.




	Blank Page



